Who Should
Attend

cybersecurity as part of their
job responsibility

E Delivery
Method

¢ Slide Presentation with
theoretical and practical via
activities
e Group Discussion,
e Case Studies,
e Activities and exercises will
enable the participants:
o to mitigate cybersecurity
risks,
o safeguard assets,
o promote cybersecurity
awareness in their
organizations

2 Days, 9AM - 5PM

HRDC
Claimable

* corp ®

Junior Executives, Senior Executives,
Middle Management, Senior/Top
Management, and all  relevant
personnel that needs to be trained for

...Shaping Market Leaders!

Cybersecurity

Overview

The fundamental of cyber security training for
Malaysian Manufacturing SMEs and MNCs
provides a comprehensive overview  of
cybersecurity principles, threats, and best
practices.

This 2 days training will be on the fundamentals
for the participants to have and gain solid
understanding of common cyber threats, secure
authentication methods, data protection
regulations, phishing awareness, safe browsing
practices, and the importance of software
updates

Program Objectives

This training provides a solid foundation in
cybersecurity principles, threat identification,
and best practices for Malaysian Manufacturing
SMEs and MNCs.

Participants will learn:
To recognize common threats
Secure authentication
Comply with data protection regulations
Spot phishing attempts
Practice safe browsing
Prioritize software updates
Network security analysis
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...Shaping Market Leaders!

* Learning Outcomes

e Understand cybersecurity risks and their impact on the organization.

e Recognize key cybersecurity laws, regulations, and compliance
requirements.

e |dentify phishing, social engineering, malware indicators, and suspicious
activities, and know how to respond and report them.

e Understand risks related to unsecured Wi-Fi networks and USB devices.

e Recognize common cyberattacks and breaches, including social
engineering and public Wi-Fi threats.

e Apply strong password practices and multi-factor authentication.

* |dentify secure websites, verify SSL/TLS encryption, and understand core
data protection principles.

e |earn from real-world cases involving data leakage, ransomware,
deepfakes, and impersonation.

* Modules

e introduction and Course Overview

¢ Understanding Cybersecurity Fundamentals
e Network Fundamentals, Threats, and Risks
e Network Security and Traffic Analysis

¢ Phishing Awareness and Email Security

e Threat and Vulnerability Management

e Cybersecurity-Themed Team Game

e Importance of Regular Software Updates

e Network and System Security

e Cybersecurity Scenario Role Play

* Mobile Device Security

* Remote Work and Wi-Fi Security

e Data Backup and Recovery
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